With the consideration of randomness of distributed generations and loads, this paper has proposed a method for vulnerability assessment of microgrids based on complex network theory and entropy theory, which can explain the influence of the inherent structure characteristics and system internal energy distribution on the microgrid. The vulnerability assessment index is built, and the on-line reconfiguration model considering the vulnerability assessment of microgrid is also established. An improved cellular bat algorithm is tested on the CERTS system to implement the real time reconfiguration fast and accurately to provide the basis of theory and practice.
Introduction
Modern society has become more dependent on the secure distribution of electricity. The probability of incorrect operation may increase as a result of higher complexity when reinforcing the protection to guarantee dependability [1] . The vulnerability of the conventional power grid has been fully exposed by several outage accidents in recent years. Microgrids have been introduced as a promising solution due to their potential benefits to provide secure, stable and efficient environmentally friendly electricity, but vulnerability is an inherent property. The microgrid
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vulnerability is a measure of the weakness and the incidence of sections or lines with respect to cascading events. Analyzing and identifying the microgrid vulnerability on the basis of mathematical theory is the necessary precondition for monitoring and security control for future development.
The traditional procedure for static security assessment is concerned with the evaluation of a large number of contingency cases with a numerical algorithm. However, the vulnerability of microgrids varys randomly because of the dynamic operation of distributed generations, loads and power flow. Hence, finding an accurate vulnerability assessment method is very essential. In [2] , the critical clearing time is defined as the vulnerability index to evaluate the power system based on EEAC method. Chen et al. [3] have presented the risk theory applied to the vulnerability assessment of power system based on probability theory. The power system was defined as a vulnerable system and a set of risk indices to assess the power system vulnerability and corresponding algorithm were built. In [4] , Wang proposed the model of cascading failures as the foundation of vulnerability assessment and control. The fault chains are comparable from the aspects of vulnerability and cascading failures. The risk theory is introduced and the risk importance of fault chains. The risk importance of fault chains integrates the probabilities and consequences of occurrences of fault chains links, which are connected with many uncertain factors during the cascading outages. In [5] Li et al. have used the power flow entropy to assess the components vulnerability based on the principle of entropy and the distribution of power flow due to overload and removal of components. Sun [6] has suggested the recent blackouts throughout the world and the mechanism of cascading failures based on the summary of complex net work theory, including random network, small world network and scale free network.
A microgrid can operate in grid-connected or islanded mode. A successful transition between grid-connected and islanded modes and vice versa and a stable operation in both modes are very important for microgrid operation. MOLR is a type of dynamic control based on the instantaneous status in the microgrid including load shedding and adjusting, tie and sectionalizing switch changing, operation mode switching and other measures to redirect the power flow An implementation of MOLR is used to optimize the microgrid topology dynamically aiming at maximal stability, security and economic benefits.
In general, microgrid reconfiguration involves static reconfiguration and dynamic reconfiguration. The static reconfiguration is used to configure the power grid based on a fixed load value or the equivalent average load level, which usually focuses on an average load level and ignores overload and overvoltage during the operation moments. Mohd Zin et al. [7] have suggested a new heuristic method to optimize the network aiming at minimum branch currents of the system. A method for computing the sensitivities of the state variables with respect to switching operations for reconfiguration of radial networks has been presented in [8] . In [9] , Rao et al. have proposed a novel method to solve the network reconfiguration problem in the presence of DG with an objective function of minimizing real power loss and improving voltage profile. A circular minimum-branch-current updating mechanism is proposed. Then, the best known configuration is obtained according to a circular neighbor-chain updating technique in [10] . However, dynamic reconfiguration optimizes the power grid according to the real time load state, which is suitable for microgrids due to its uniqueness discussed above. But now, most of the MOLR researches are suggested to divide the continuous period into several pieces of computation period, in which the average load value is used. The separated results are adopted for dynamic reconfiguration. Actually, the equivalent method belongs to static reconfiguration, called "Pseudo Dynamic Reconfiguration". MOLR is proposed to provide the optimal configuration using real load forecasting based on the load status a moment before. Zhao et al. [11] have proposed a new reconfiguration algorithm based on dynamic particle swarm optimization. It adopts the voltage stability of the distribution system as the object function, and uses the improved particle swarm optimization algorithm which can trace dynamically the environment's change to make the real time dynamically reconfiguration of distribution system. In [12] , Wang et al. have used an interval algorithm for distribution network reconfiguration that aims at maximizing the confidence of energy loss reduction. Then it determines the optimal network structure in a day, which has the confidence measure of the maximal possibility evaluation of energy loss reduction. The algorithm can be utilized for the weekly network reconfiguration problem. In [13] , the fault restoration optimization model of independent shipboard power system is proposed, and the Binary Particle Swarm Optimization (BPSO) is used for the optimization problem solution. In [9] , a meta heuristic Harmony Search Algorithm (HSA) is used to simultaneously reconfigure. Liu et al. [14] , have put forward a method of equivalent variable load on the entire time series, and then optimize it by static method. Besides, the algorithm is also one of the important parts of solving reconfiguration problems. Malekpour et al. [15] have used an adaptive particle swarm optimization (APSO) algorithm to obtain the optimal reconfiguration plan. Wu et al. [16] have proposed an enhanced integer coded particle swarm optimization (EICPSO) approach, to improve the search efficiency for feeder reconfiguration problems. Several other intelligent methodologies were presented in [17] [18] [19] [20] [21] for the feeder reconfiguration.
The reminder of this paper is organized as follows. Section 2 below provides the overviews on vulnerability assessment of microgrid. Section 3 describes the mathematical formulation of MOLR problem. The introduction of improved cellular bat algorithm and its application in MOLR problem is explained in Section 4. Section 5 presents the test results and Section 6 outlines the conclusions.
Vulnerability Assessment of Microgrid

Structure Vulnerability Index
The principle of the network topology can be described as follows: nodes stand for generators, loads and substations, and edges stand for lines [22] [23] [24] .
is introduced to be the weighted factor. The shortest path is defined as the minimum sum path between a generator and a node, which can be expressed as: (1) where is the resistance at line i, is the path set between two nodes.
In addition, the betweenness of nodes and lines can be presented as the minimum sum of the shortest path going through node or line . Betweenness is an important part of the global geometric volume which reflects the role and the influence of node or edge in the entire network [25] . Betweenness is the measure of importance of the sections and also is one of the significant indexes for network structure vulnerability assessment.
Operation Vulnerability Index
Entropy is the measurement of the degree of confusion of a system [26, 27] . It has been widely used in cybernetics, probability theory, astrophysics, life sciences, etc. In information theory, entropy value reflects the degree of disorder of the information, and it can be used to measure the amount of useful information. The bigger the entropy value, the more disordered the system is. Therefore, the entropy of the information can be used to evaluate the orderly degree and effectiveness of the information for a system. As a balanced system, the microgrid operation can be defined as the entropy of internal energy distribution, which is given as follows [28] : (2) (3) where is the rate of energy power distribution of i th unit; is the energy entropy; is the energy power of i th unit; is the total energy power; is the number of units. The vulnerability of a microgrid is described as the ability to maintain the stability of network structure when one element or some elements are out of operation. The microgrid entropy value shows the rule of energy average distribution. The disturbance impacts aggregate on some elements in the case of elements out of operation, which means unbalanced microgrid energy distribution. Additionally, the smaller the entropy value is, the microgrid becomes more vulnerable, and vice versa.
Nodes Vulnerability Assessment Index
A microgrid aims at providing diverse power quality for users. The bus voltage changes quickly once the system state changes or faults happen. Different kinds of bus have different power quality demand, especially the sensitive loads. For bus voltage, the i th nodes entropy vulnerability assessment index is: 
is the entropy value of i th bus.
 is described as the ratio of i th node voltage deviation and total nodes voltage deviation caused by i th node , which is given below:
Line Vulnerability Assessment Index
The microgrid is designed based on the concept of the system energy demand. Line vulnerability assessment index i VI , 2 is used to guarantee the energy transmission in case of line overload, power flow disturbance or fault [29] . However, the traditional line vulnerability assessment index only pays attention to active power without considering the reactive power. The line entropy vulnerability assessment index considering 2 ) (cos i  and 2 ) (sin i  as the weighted factors is given below:
where, 
In addition, i , 2  is described as the ratio of i th line power deviation and total power deviation caused by i th line, which is given below:
System Vulnerability Assessment Index of Microgrid
The betweenness value can stand for the importance of the nodes or lines. Moreover, the bigger the i V  is, the higher the aggregative degree of disturbance is, the smaller entropy value 
MOLR Problem Formulation
MOLR can be employed to change the open\close states of tie switches, sectionalizing switches and PCC switch at any time of a day to optimize different objectives like loss minimization, load balance and minimization of voltage deviation from nominal [30] [31] [32] . The work in this paper makes a contribution to minimize the total microgrid vulnerability in real time based on the weighted entropy vulnerability assessment index discussed above. The related objective function is expressed as follows [33] : 
(c) Radial structure of microgrid:
(d) Active and reactive power limit of distributed generators:
where, i S represents the feeder switch at line i; PCC S is the PCC switch; A is the incidence matrix of node-line; F P is the vector of power flow, respectively; The decision variables in the MOLR problem are the status of normal switches. The vulnerability value of MOLR is the integrals of instantaneous vulnerability assessment in a period of time from t 1 to t 2 . Take the constraints about power flow and vulnerability indices into consideration to ensure the convergence of power flow and limit the vulnerability assessment index value. In addition, the electrical network should be radial configuration in the case of the final solution. Finally, the active and reactive power output limits of are used for distributed generators to operate normally.
Methodology
Background
The three-dimensional scene is established by bats using the time delay between echo sending and detecting, binaural time difference and the loudness change of the echo. The bat's behavior is changed by tuning and the pulse emitting frequency. The bats algorithm will switch automatically from the global search to local search if the condition is met, the dynamic search modes switching makes the convergence better and more easily than other algorithm [34] .
Update the Vectors
In the D dimensional search space, 
where, i F is the frequency of sound waves generated by i th bat; min max , F F are the maximal and minimum frequency of sound waves, respectively;  is the random number between 0 to 1;  x is the global optimal solution at present. Once a solution (bat) is chosen from the current optimal solution sets, the new position vector of the bat can be expressed as:
where, old x is the solution set from the last iteration; t A is the average value of loudness;  is the d-dimensional random vector between −1 to 1; x new is the new solution set.
Update ) (i A and ) (i R
Update the loudness ) (i A and firing rate ) (i R of the pulse in the iterative process. When bats approach the prey closely, loudness will usually reduce, and pulse firing rate will gradually improve. In addition, 0 ) (  i A means that the bat has just find a prey, and bats will stop sending any sound. The updating equations of ) (i A and ) (i R are described as follows [35] :
are the pulse loudness at time t and t+1, respectively; Compared to the other heuristic algorithms, the bat algorithm has these following advantages frequency tuning and better convergence. If conditions are satisfied automatically, the search mode will switch from the global search to the local search, so as to search the solution dynamically between global search and local search process. The bat's behavior is controlled by the frequency tuning and pulse emitting frequency, which makes it easier to be convergent than other algorithm. In addition, the balance between the global search and local search is the tough problem to face among many intelligent algorithms. Fixing relationship between them simply is limited. However, the bat algorithm has solved the problems very well through dynamic switching strategy. A comparison result between the emitting rate of pulse and a random number is used to control the search process switching.
Compute the Shrinkage Factor and Update the Individual
Furthermore, in case of boundary violation for individual, a simplified method is described below:
The final iterative equation of the position vectors is expressed as:
Introduce and Define Cellular Space
Cellular automata is widely used as an effective tool in complex systems due to its simple regularity of component unit, locality between each unit, parallelism of the information processing, and complex global characteristics.
An integer set Z on the distribution of the set S is defined as S Z . The dynamic evolution of cellular automata is the change of combination, which can be written as follows:
The dynamic evolution is determined by the local evolution rules f of each cell. For a one-dimensional space, cellular automata and its neighbor can be expressed as 1 
 r S
, local function can be defined as: 
The cell and its neighbor are introduced into the local search, which forms the improved cellular bat algorithm (ICBA). The bats not only search in the cellular space but also in the neighbors. The cells, the cell neighbor and the searching space of bats are combined in the ICBA, the sets of feasible solutions are considered as the cellular space, in which any of these elements are treated as cellular. The expanded Moore type is used for cell neighbors. 
can be expressed as the combination of any sort of i c among C , where each combination is a cell. Define extension Moore neighbor type as
stands for the difference of these two combinations. The value is less than 2 if there is some difference, otherwise the value sets to zero.
The flow chat of ICBA is illustrated above. In Figure 1 , is the position of i th bat at j-dimensional space；f new is the new fitness value；fitness(i) is the optimal fitness value at present; is the new position of i th bat at j-dimensional space; V is the speed the bats，maxit is maximum iteration numbers.
Case Study and Results
CERTS system published below in literature has been used to demonstrate the effectiveness of the proposed method. In the simulation, scenarios in winter and summer are considered to analyze the microgrid reconfiguration, respectively. The line and load data of CERTS system are taken from [36] , and load 1 and 2 are sensitive loads in Figure 2 .The structure parameters are shown in Table 1 . In addition, several assumptions are listed below:
(1) The microgrid is connected to the large power grid at first, that means (5) The DC/AC inverters and DC/DC converters are modeled as an impendence which is sufficient to calculate steady-state operating point in the microgrid.
The total voltage deviation caused by each node is shown in Figure 3 . It is observed from Figure 3 , the voltage deviation (in p.u) caused by node 3 and node 6 is higher, especially node 3, nearly 10. Figure 4 depicts the power flow variation caused by nodes and lines. In Figure 4 , the active power variation caused by node 3, 8, 10 is greater, and node 3 and node 6 cause heavy reactive power changes. In the process of line vulnerability assessment, line 3-8 and 8-4 has caused more active power changes, and line 3-6 and 2-6 has caused more reactive power changes in Figure.4 shown on the right. The reactive power impact is not the same as the active, which shows the necessity to take the reactive power into account in vulnerability assessment. From Figure 5 , it is seen that the influence of active power overload rate of line is more serious than reactive power. The total active power overload rate of line 9-7 is the highest, however, the heaviest line of total reactive power overload rate is line 3-8, implying that these lines are overload more easily. The entropy of nodes and lines are given in Figure. 6. According to the Equation (7), the total vulnerability value of the microgrid is described in Table 2 . From Table 2 , the main power transmission lines are more vulnerable, and have a serious impact on the microgrid operation. The vulnerability value of sensitive loads (L1, L2) is higher than other load buses, which reflects the main feature of a microgrid-the voltage quality and the power energy transmission management. In addition, several different methods presented in some reference have been used to compare the performance of the method proposed in this paper. The results verify the correctness of the proposed method in this paper.
MOLR is introduced to optimal the microgrid once the system vulnerability is high than the limited value based on the real time load forecasting and power flow state. The load curve from 0:00 am to 8:30am in winter and summer is shown in Figure 7 . The ICBA algorithm parameters are listed in Table 3 . From Table 4 , MOLR is performed every fifteen minutes based on the real-time load forecasting results from 9:00 am to 11:00 am. At 10:00 am, the current microgrid vulnerable value has exceeded the allowable value. The operators reconfigure the microgrid immediately by switching to islanded mode, opening S12, S13, closing S3, S15, and shedding load 7. If stable, the microgrid will connect to the large power grid again. However, at 11:00 am, the voltage quality of sensitive loads is reduced. According to the operation specification, the microgrid needs to operate in islanded mode, but not change the state of tie and sectionalizing switches.
It has also been observed in Table 4 that the microgrid is reconfigured in islanded mode at 9:45 am in winter, and implements MOLR again at 10:45 am in winter in the grid-connected mode by keeping S PCC =1. MOLR has demonstrated superiority over the traditional reconfiguration methods.
The entropy and vulnerability index curves are illustrated from Figures 8-9 , which is able to describe the trend to help understand the system operation mechanism by 3-dimensional curves. Figure 8 shows the entropy changes caused by nodes and lines to help judge the importance of each unit of microgrid. In Figure 9 , the 1 VI curve is changing gently. Once the entropy is close to zero, the 1 VI of nodes increases rapidly. In addition, the 2 VI is mainly determined by the overload rate of lines, increasing with the gradual increase of the overload rate. Figure 10 shows that the ICBA with a small number of calculations has been able to get the best solution with good accuracy compared with the genetic algorithm (GA) and particle swarm optimization (PSO) algorithm. The method proposed in this paper has avoided the problem of local convergence to provide a strong technical support to the research in the future. 
Conclusions
Considering the static structure and dynamic operation characteristic of the microgrid, this paper has proposed the application of weighted entropy theory in vulnerability assessment indexes of microgrids based on complex networks theory. The mathematical model of MOLR is established aiming at a minimal vulnerability value. The cell bat algorithm and control strategy are used to ensure the MOLR operation. The results show that the new approach of vulnerability assessment model based on weighted entropy theory is able to describe the total system vulnerability from the aspects of static structure and dynamic operation state of a microgrid to avoid the one-sidedness of the conventional vulnerability assessment methods. The results show that MOLR proposed in this paper is a real-time dynamic simulation based on very short-term load forecasting to guide the operators whether to reconfigure at the next moment, which is different from the previous problem using static methods. The novel method can help dispatch and control accurately on the basis of theory and practice. The results show that improved cellular bat algorithm is able to obtain the optimal solution of 
